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All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 
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3. 13 Acknowledgment is made of a claim for foreign priority under 35 US.C. § 119(a)-(d) or (f). 
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1. Certified copies of the priority documents have been received. 

2. □ Certified copies of the priority documents have been received in Application No. . 

3. □ Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 
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Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
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4. □ A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF 

INFORMAL PATENT APPLICATION (PTO-1 52) which gives reason(s) why the oath or declaration is deficient. 

5. □ CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 
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Paper No./Mail Date . 
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Amendment, filed 10/31/05, has been entered. Claims 3, 8, 14, 17, 19-23 and 29 have been 
allowed. 

EXAMINER'S AMENDMENT 

1 . An examiner's amendment to the record appears below. Should the changes and/or 
additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR 
1 .3 12. To ensure consideration of such an amendment, it MUST be submitted no later than the 
payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview with 
Andrew Taska on 1 1/09/05. 

The application has been amended as follows: 
Claims 1-33 have been amended per Attachment A. 

Note. Claims 1-33 have been amended to avoid reading on Ichikawa (US 6,307,837). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Dmitry Levitan whose telephone number is (571) 272-3093. The 
examiner can normally be reached on 8:30 to 4:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Hassan Kizou can be reached on (571) 272-3088. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



Dmitry Levitan 
Patent Examiner. 
11/22/05 
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Attachment A, 



LISTING OF CLAIMS: 
1.-2. (canceled). 

3. (currently amended): An authentication method for a wireless LAN (local area 



transmitting an authentication request from a STA (terminal station) to an AP (access 
poinO. wherein said authentication request comprises a request from said STA to connect with 



requesting authentication of said authentication request from said AP to an authentication 
server, by converting said authentication request to a protocol adaptable to said authentication 



if no problem occurs at hardware or software of said authentication server, checking sa id 
a uthentication request at said authentication server based on a MAC (media access control) 
address of said STA: 

executing encryption authentication at said AP with said STA based on a designated 
encryption algorithm: and 




said LAN; 



server: 



11/16/2005 17:15 FAX 2022937860 




I nformal Submission Tor Dlunmluu Tuipujcu Ouly Attni-wAy n ft ^M N ft - ryii7n 

U . S . fieiijI Nu. 09/0 0 0,35 8 

if no problem occurs at hardware or software of said authentication server, notifying a n 
authentication completion from said authentication server to said AP. after said authcnlicalior 
server received a response of a completion of said encryption authentication from said AP. 

wherein said AP stores said MAC address of said STA, and 

wherein, when a problem occurs in hardware or software of said authentication server 
said AP itself executes authentication of said STA based on said MAC address of said STA. 

4. - 7. (canceled). 

8. (currently amended): An authentication apparatus for a wireless LAN systems 
accordanc e with claim 6. An au tho ft &ea tion apparatus for a wir e l e ss LAN system: comprising 
plural STAs; 

plural APs which connect to an authentication server and said plural STAs. and one of 
said plural APs receives an authentication request from one of said plural STAs and converts 
said authentication request from one of said plural STAs to a protocol adaptable to said 
authentication server, and authenticates said authentication request from one of said plural ST As 
based on a designated encryption alHoridtm; and 

said authentication server which, if no problem occurs at hardware or software of said 
authentication server, checks said authentication request from one of said STAs based on aM\C 
address of one of said plural STAs bv receiving said converted authentication request, and 
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notifies an authentication completion to said AF, after said authentication server received a 

response of a completion of encryption authentication from said AP: 

wherein .said authentication request comprises a request from one o f said plural STAs to 

connect with said LAR 

wherein said AF stores a MAC address of said one of said STAs, and 

wherein in case that a problem occurs at hardware or software of said authentication 

server, said AP itself executes authentication of said one of said STAs based on said MAC 

address of said one of said STAs. 

9. - 13. (canceled). 

14. (previously presented): An access point apparatus comprising: 

a first authentication part which executes an encrypted authentication of a terminal; and 

a second authentication part which executes a MAC address authentication of said 

terminal, using information about a MAC address, which is possessed by an authentication 

server, 

wherein said access point stores a MAC address of said terminal, and 

wherein when a failure occurs at hardware or software of said authentication server, seid 

access point apparatus itself executes authentication of said terminal based on a MAC address of 

said terminal. 
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15. - 16. (canceled). 

1 7. (previously presented): An access point apparatus comprising: 

an authentication part which executes an encrypted authentication of a terminal; 
a communication part which queries an authentication server about a MAC addressof 
said terminal; 

a connection control part which allows said terminal to connect with a network when a 
MAC address of said authentication server coincides with that of said terminal, 
wherein said access point stores said MAC: address of said terminal, and 
wherein when a failure occurs at hardware or software of said authentication server, said 
access point apparatus itself executes authentication of said terminal based on said MAC address 
of said terminal. 

18. (canceled). 

1 9. (previously presented): An access point apparatus comprising: 

a first authentication part which performs an encrypted authentication of a terminal using 
a WEP algorithm; 

a second authentication part which performs a MAC address authentication of said 
terminal; and 

a storing part which stores a MAC address of said terminal, 

—4 . 
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wherein when a connection request is issued from said terminal, said first authentication 
part and said second authentication part perform authentications, and said second authentication 
part also uses MAC address stored in an authentication server, and 

wherein, when a failure occurs at hardware or software of said authentication server, said 
access point apparatus itself executes authentication of said terminal based on said MAC address 
of said terminal. 

20. (previously presented): An access point apparatus in a wireless LAN system 
comprising: 

a first authentication part which executes at least one of an encrypted authentication and 
an open system authentication of a terminal; and 

a second authentication part which executes an authentication of said terminal using 
information of a MAC address of said terminal, 

wherein said second authentication part also uses MAC address stored in an 
authentication server, which manages MAC addresses of terminals placed in one wireless LAN 
system, in executing an authentication of said terminal, and 

wherein, when a failure occurs at hardware or sod ware of said authentication server, said 
access point apparatus itself executes authentication of said terminal based on said MAC address 
of said terminal. 



^—5 

PACE 6/ 0 ' RCVD AT 1 lflO/2005 4:15 : 05 P M [E a st e rn Standard Tim e ) » S V R: U 3 PTO-EFXRFM3 * DH I 0:2733093 ' CSID:2022 0 37860 ' DURATION (mm o s):01 4 fr 



1 1/16/2005 17:16 FAX 2022937860 @007/CiQa 

I nformal S u b mission for Discussion Purposes Only A t torn e y Docket No.: Q61 120 - 

U»&-Se« il No, 0SV6S0»2S8 

21 . (previously presented): A wireless LAN system comprising 
a terminal 

an access point apparatus; and 
an authentication server, 

wherein said terminal comprises a communication part which wirelessly communicates 
with said authentication server, 

wherein said access point apparatus comprises a first authentication part which executes 
an encrypted authentication of said terminal and a second authentication part which executes a 
MAC address authentication of said terminal, and 

wherein said authentication server comprises a storing part which stores a MAC address 
of said terminal and a responding part which responds to an inquiry of said access point 
apparatus about a MAC address, and 

wherein, when a failure occurs at hardware or software of said authentication server, s aid 
access point apparatus itself executes authentication of said terminal based on said MAC address 
of said terminal. 

22. (previously presented): A wireless LAN system comprising 
a terminal; 

an access point apparatus; and 
an authentication server, 
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wherein said terminal comprises a communication part which wirelessly communicates 
with said access point apparatus, 

wherein said access point apparatus performs an encrypted authentication of said tenrinal 
and performs a MAC address authentication of said terminal, 

wherein said authentication server stores a MAC address of said terminal and supports 
the MAC address a ulhunti cation with the stored MAC address, and 

wherein, when a failure occurs at hardware or software of said authentication server, ;;aid 
access point apparatus itself executes authentication of said terminal based on said MAC address 
of said terminal. 

23. (previously presented): A wireless LAN system comprising: 
a terminal; 

an access point apparatus; and 
an authentication server, 

wherein said terminal comprises a communication part which wirelessly communicates 
with said access point apparatus, 

wherein said access point apparatus comprises an authentication part which performs a 
MAC authentication of said terminal, 

wherein said authentication server, which is placed in one wireless LAN system, 
comprises a storing part which stores a MAC address of said terminal and a responding part 
which responds to an inquiry from said access point apparatus about MAC address, and 
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wherein, when a failure occurs at hardware or soil ware of said authentication server, said 
access point apparatus itself executes authentication of said tenninal based on said MAC address 
of said terminal. 

24, - 28. (canceled). 

29. (previously presented): A method for authenticating a terminal in a wireless LAN 
system comprising: 

performing, by an access point apparatus, an encrypted authentication of a terminal when 
an authentication request is issued from said terminal; 

performing a MAC address authentication of said terminal with the MAC address 
information that an authentication server manages; 

storing a MAC address of said terminal in said access point apparatus; and 

when a failure occurs at hardware or software of said authentication server, executing 
authentication of said terminal based on said MAC address of said terminal by access point 
apparatus itself 

30. - 33. (canceled). 
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